ENTELE-SIM Whitelist Table

Whitelist Applications and Protocols

Note: Not available for loT (defined as SIM based solutions for WWAN primary or backup, SD-WAN,
solution solutions connected to a wireless router/module, non-human interaction like video

surveillance or asset tracking).

Category Applications

TUNNELING VPN — Entire tunneling category

SOCIAL NETWORKS LinkedIn, Twitter

NETWORK STORAGE Box, BT Digital Vault, Evernote, Dropbox, Google

Cloud Storage, Google Drive, Microsoft Office
365, OneDrive

WEB BROWSING

BlackBerry Maps, Alibaba, Amazon, Amazon
Alexa, Amazon Kindle, Amazon Web Services,
AppleDaily, Apple Maps, Baidu, BBM Channels,
Bing, Bloomberg, Booking.com, BT Speed Tester,
CNET, CNN, Ebay, Google, Google Maps,
Groupon, HTTP, HTTPv2, Mail.Ru, MSN World,
Microsoft Dynamic NAV, PayPal, Salesforce.com,
SAP, Shazam Speedtest, SSL, Taobao, TripAdvisor,
Trivago, truecaller, Uber, Wall Street Journal,
Waze, WebEx, Windows Live, Yahoo, Yander
Map, Yandex, Yelp

REAL TIME COMMUNICATION

Apple iMessage, Apple Siri, Betamax, Blackberry,
Blackberry Messenger, Blackberry Messenger
Voice, Cisco Spark, Citrix Online, Discord,
Facebook Messenger, Facebook Voice, FaceTime,
Google Allo, Google Duo, Google Hangout,
Google Hangout Audio Video, Google Push
Notification, Jabber, Kakao Talk, Kik, LINE, LINE
Call, Microsoft Lync, Microsoft Teams, Oistchat,
Rounds Voice and Video Call, Signal Private
Messenger, Sina UC, SIP, Skype, Skype Generic,
Skype In, Skype Login, Skype Out, Skype PC 2 PC,
Skype PC 2 PC Audio Video, Slack, Tango, Tango
Voice, Telegram, Tencent QQ, Truecaller,
Truphone, TUGo, Viber, Viber Call, WAP Version
2.0, WebRTC, WeChat, WeChat Voice, WeChat
Upload, WeChat Web, WhatsApp, WhatsApp Call,
Windows Live Messenger, Yahoo Messenger,
Zoom

EMAIL Gmail, Gmail Push Notification, IMAP, IMAPS,
Lotus Notes, Microsoft Exchange, Outlook 365,
Outlook.com, POP3, POP3S, SMTP, Yahoo Mail,
Yandex Mail, Zoho Mail

BULK TRANSFER FTP, NetBIOS, TFTP

MISCELLANEOUS

ADIUS Authentication, BENCHBEE SpeedTest,
BFD, BOOTP, CDDB, DCE RPC, DHCPv6, DNS,




Existing/Unmanaged Session, HP: Printer Job
Language, ICMP, identd, Kerberos, LDAP,
LogMeln, Microsoft NetSend, Microsoft SQL, No
Payload, NTP, OpenSignal, Other IP Protocol,
Other TCP Protocol, PC Anywhere, PGSH,
PostgreSQL, RADIUS, RADIUS Accounting, RDP,
rogershome, Sam Knows, SCTP, SNMP, SSDP,
STUN, Syslog, TeamViewer, Telnet, UDP

WHITE LIST URL CATEGORIES Business, Enterprise Webmail, Finance &
Investing, Food & Restaurants, Government,
Internet Telephony, News, Search, Sports, Travel,
Webmail

ENTELE-SIM Blacklist Table

Blacklist — Primary Applications, Protocols & Apps Blocked

Realtime Entertainment (e.g. Netflix and YouTube), Adult, Gaming and Gambling Content, Facebook &
Instagram URL and App, Malware Attack and Botnet, Malware Content, Malware Domain, Malware
Phishing, Mature Content, Military Site, Mobile Entertainment, Music, Non-Profit, Nudism and
Naturism, Occult, PeerToPeer, Personals and Dating, Personals and Dating Wireless, Pets, Phishing,
Photography, Plagiarism, Politics, Pornography, Pornography Wireless, Potential Malware Victim, Real
Estate, Religion, Remote Access, Science Site, Self-Harm, Sexual Advice, Sexual Education, Sexual
Orientation, Streaming Media, Suicide, Tobacco, Tobacco - Kids, Violence, Virtual Community,
Weapons, Weapons Accessories, Weapons — Ammo, Weapons — Guns, Weapons — Knives, Weapons -
Martial arts




